Program: T.Y.B.Sc CS Semester: VI Program Code: 1500196

Course: Ethical Hacking Course Cade:  USCS6042

Duration: 2% Hours Examination Pattern: REV23} - Autonomous External Max. Marks: 75

Instructions; Examination:
I All questions are compulsory.
2. Figures to the right indicate full marks, REGULAR
3. Draw ncat diagrams wherever necessary,
Q.1  Attempt ANY FOUR from the following: (20M)

(a) Based on intent and legality, analyze the different categories of individuals involved in
hacking activities.

(1) How does publicly available domain registration information assist during
reconnaissance aclivities”?

(c) Explain how attackers exploit human psychology instead of technical vulnerabilities to
gain unauthorized access.

(d) After scanning a system, what process is used to extract detailed user and service-level
information, and why is it important?

(e) How is hacking used as a tool tor social or political expression? llustrate your answer
with suitable examples.
(0 Explain how analysing domain name system data can reveal critical information about

a target network.

Q.2 Attempt ANY FOUR from the following: {200 T)

(a) Analyze different forms of authentication credentinls and their relative strengths in
SEcuring systems.

(b)  Compare two approaches used to imtercept network tratfic based on their mode of
operation and detectabiliry,

() Explain how overwhelming system resources can disrupt service availability.

{d) What security practices can organizations adopt to safeguard active user sessions from
compromise?

(e) What mechanisms are used to secretly monitor user activity, and what impact do they
have on system security?

f] Explain how manipulating address resolution mechanisms can allow attackers to

intercept network communication.

Q.3  Attempt ANY FOUR from the Tollowing: {200 1)

{a) Discuss the major security threats faced by modern web applications.

(b)  Suggest preventive measures that can reduce the success rate of web-based password
attacks.

(c) Why is WEP considered insecure [or wireless communication” Explain with technical
reasons.

{d) Explain the role of penetration testing in evaluating organizational seeurity,

{c) How can advanced search engine technigues be misused 1o uncover sensitive online
information?

in Explam how unproper handling of user input can allow attackers to munipulate database
queries.
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Q. 4
(a)

(b)

(c)
(d)

Attempt ANY FIVE from the following:

Discuss the role of vanious DNS records in network management and sceurity
assessment.

Discuss how compromised systems are coordinated to launch large-scale cyberattacks.
Discuss how wireless traffic monitoring tools arc used during wireless security audits
Why is identifying active systems and open services a crucial step before attempting
exploitation?

Explain common weaknesses found in web servers that make them vulnerable to
attacks

Explain how WPA improves wireless security compared to earlier standards
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